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Blockchain Overview

The Blockchain technology ecosystem has matured  
and expanded its adoption beyond simple financial  
transactions and stored value. Today it represents 
an increasingly advanced set of decentralized and 
autonomous financial instruments coupled with  
digital asset management utilities which continue  
to rapidly iterate and innovate.  

These blockchain technologies have in turn enabled  

the development and distribution of decentralized  

applications collectively referred to as Web 3.0.

With the explosion of novel technologies and corresponding 

increase in market capitalization have come increased  

scrutiny from a litany of threat actors seeking to take  

advantage of weak or poorly understood security controls  

which gate access to sometimes hundreds of millions  

of dollars.

These actors run the gamut from pseudo-autonomous financial  

firms to well-funded nation states and criminal organizations large  

and small. This guide describes general components within the ecosystem  

of blockchain technologies and attempts to shed light on how testing 

can improve the security posture of blockchain-based applications. It 

begins with a questionnaire which is designed to help identify the attack 

surface of your specific enterprise or blockchain product. For some 

specific components, we also illustrate common attack surfaces or 

vulnerabilities and provide offensive testing strategies which will detect 

and remediate them.



Penetration testing and red team assessments are a critical part of a robust security program. Perhaps 

the best way to know if something can be hacked is to hire a trustworthy, expert hacker to break in. This 

approach has many benefits:

Evidence – Security testing deliverables should include clear evidence of each vulnerability (including 

screenshots) and steps to reproduce. It is a human instinct to question the veracity of bad news, and clear 

evidence can help organizations move from debate to action.

Discovery – Security testing often discovers vulnerabilities of which the organization was previously unaware.

Remediation – The vulnerabilities discovered during testing can be remediated, and the organization’s 

security posture can be improved.

Impact – In sophisticated red team assessments, testers show the potential impact to the business of 

exploiting vulnerabilities, from money movement to intellectual property theft. A demonstration of impact 

can motivate an organization to allocate necessary security budget, reprioritize efforts, and support difficult 

changes to prevent a real adversary from succeeding.

Incident Response – Red team assessments can also test an organization’s incident response processes 

and identify gaps that can allow detected attackers to retain access.

Preparation – Threat actors are collecting record-breaking financial rewards from hacking activity and are 

thus more motivated than ever before. If your organization has money, attackers want it, and will try to find 

a way to get it. The attacks are happening now, and it behooves all organizations to test their own attack 

surface and prepare.

Selecting Testing Types

Many blockchain projects are unique or have unusual characteristics, which means that there is no 

one-size-fits-all approach to testing blockchain applications. Each blockchain testing project must be 

customized. A typical Web3 penetration test will include some, but not all, of the following tests:
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• Red Team Assessment

• Application Penetration Test

• Smart Contract Audit

• Blockchain Node Penetration Test

• Cryptocurrency Wallet Penetration Test

• DevOps Penetration Test

Penetration Testing Overview
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The following flowchart provides guidance on which of these six tests to include in a complete penetration 

test, based upon characteristics of the blockchain project
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The below diagram shows a typical blockchain project. The components are color-coded based upon the 

types of penetration testing that would cover each component.

1  The Blockchain Ecosystem
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While the blockchain may be decentralized, enterprises which act as investment vehicles or project 

champions are hosted on and managed by enterprise computing infrastructure.

2  Red Team Assessment

Blockchain projects developed, distributed, and supported 

by corporations frequently require enterprise networks to 

organize work, communicate, and provide authentication/

authorization.

A red team exercise simulates a sophisticated threat actor 

attacking an enterprise under real-world conditions. Rather 

than exhaustively uncover vulnerabilities, a red team 

measures the organization’s ability to detect and prevent 

an attack from succeeding in the first place. Red Teams 

determine how difficult it is to compromise the enterprise 

network, and how such a compromise might impact the 

security of the blockchain project or product. 

2.1 Components Tested

A red team exercise should include the following 
components (based on the well-known MITRE ATT&CK 
framework: https://attack.mitre.org)

• Employee security training

• Network security monitoring services

• Security Operations Center (SOC) response

• Anti-Phishing software

• Endpoint Detection and Response (EDR) software

• Antivirus software

• Enterprise computing security policies

Ronin Bridge

In March 2022, the highest-value cryp-

tocurrency theft to date occurred, with 

attackers stealing over $650 million 

worth of cryptocurrency from game 

developer Axie Infinity. 

Axie created an Ethereum sidechain 

called Ronin, which used a proof of-au-

thority consensus mechanism. To com-

promise this consensus mechanism, the 

attackers only needed to obtain control 

of five (out of nine total) validator nodes, 

fourof which were centrally managed.

The attackers executed this attack 

through compromising the victim’s 

enterprise network. The vulnerabilities 

that led to this attack could have been 

discovered and addressed through a 

red team exercise.



2.2 Attack Surface
 
 
 
 
 
 
 
 
 
 

Initial Access — This is how the red team 

gains its foothold on your internal network. 

This typically means spear phishing with 

a custom malware payload and custom 

command-and-control infrastructure. Simple 

phishing tests that measure “click rate” or 

even directing users to a fake login portal to 

capture credentials are not realistic tests of 

obtaining the remote foothold on the network 

that an attacker needs. “Assumed breach” red 

teams that do not include spear phishing can 

be used in some cases to reduce costs, but 

assumed breach tests often tell a less effective 

story and spur less improvement in the client’s 

security program because they do not prove 

an attacker could breach the perimeter.

Defense Evasion — Sophisticated threat 

actors have the means to evade the latest 

security controls, and the red team performing 

the exercise should also. These controls 

include endpoint detection & response (EDR) 

software, antivirus (AV) software, email security 

gateways, and web proxy filtering software. 

This requires that the red team have a 

research & development capability to develop 

payloads, lateral movement techniques, 
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persistence techniques, privilege escalation 

techniques, and command-and control (C2) 

infrastructure that can evade detection.

Persistence — After gaining remote access to 

the phishing victim’s workstation, the attacker 

must obtain persistence on that system to 

be able to maintain access in case the victim 

reboots. Simple techniques such as writing to a 

registry key or the startup folder will be flagged 

by EDR software, so a defense evasion strategy 

for persistence is required.

Discovery — The attacker’s next step is likely 

to explore the internal network, looking for 

information that could help with privilege 

escalation or lead to the attacker’s final 

objective. This discovery often includes querying 

Active Directory, internal web portals such as 

SharePoint or wikis, internal code repositories 

such as GitLab, and network shares.

Privilege Escalation — To achieve his objective, 

it is likely that an attacker will need to escalate 

privileges. This could be performed through 

default passwords, exposed passwords 

or password hashes, web application 

vulnerabilities, unpatched systems, and more.



2.2 Attack Surface 
 
 

Lateral Movement

With a newly acquired privileged account, the attacker will attempt to gain access to the system that 

contains the information he wants, or a system that gets him closer to that goal. Sometimes, multiple 

rounds of discovery, privilege escalation, and lateral movement must be performed to reach the goal. 

Lateral movement techniques must evade EDR detection.

Impact

To maximize the impact of the red team exercise and help drive improvement in the client’s security 

program, an objective should be selected that has a business-level impact. For example, gaining sufficient 

access to steal cryptocurrency is a business-level impact because one does not have to be technical to 

understand the impact. Conversely, obtaining “domain administrator” privileges should not be the final 

objective because a real adversary would not conclude its attack at this point. Privilege escalation is a 

means to an end, but not the end itself. Other example objectives include the following:

• Access to conduct a fraudulent cryptocurrency transaction

• Gain control of file storage where NFTs are stored

• Users’ Know Your Customer (KYC)/Private Identifying Information (PII)

• Users’ bank account or credit card information

• Ability to mint new tokens
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Blockchain is a powerful foundation for an ecosystem of new technologies, but it does not exist in a 

vacuum. Blockchain protocols are leveraged within additional software infrastructure that performs 

functions such as providing a user interface to the blockchain protocol, digital asset use/retrieval, the 

creation of fiat exchange markets, providing financial investment instruments, and other activities which 

require off-chain data or system interactions. This means that blockchain and cryptocurrency project 

security typically involves a significant amount of traditional application security testing to discover 

vulnerabilities before they are exploited by malicious actors. 

In the recent past, Web 2.0 infrastructure supporting cryptocurrency and blockchain applications 

have been exploited to provide attackers with watering-hole style phishing attacks,1 2 manipulate the 

perceived price of digital assets through Web 2.0-based marketplaces,3 and attack cryptocurrency 

exchange trading functions.4 These attacks prove that traditional architecture plays an important role in 

the use and user experience of blockchain and cryptocurrency technologies. By receiving application 

penetration testing for the elements of your blockchain project that utilize traditional application 

infrastructure, you can mitigate these vulnerabilities before they are exploited by bad actors.

3.1 Components Tested

A red team exercise should include the following components (based on the well-known MITRE ATT&CK 

framework: https://attack.mitre.org)

• Mobile applications

• Web applications

• Connections to blockchain mechanisms (e.g., wallets, nodes)

• Web-based Application Programming Interfaces (APIs)

• Application servers which utilize or interact with the blockchain 

1. BadgerDAO hack (https://badger.com/technical-post-mortem)

2. Monero website malware (https://arstechnica.com/information-technology/2019/11/official-monero-website-is-hacked-to-deliver-

currency-stealing-malware/)

3. Cryptokitty price manipulation via https://hackernoon.com/how-i-beat-cryptokitties-f9aa71c03c87

4. https://portswigger.net/daily-swig/jaw-dropping-coinbase-security-bug-allowed-users-to-steal-unlimited-cryptocurrency

3  Application Penetration Testing



3.2 Common Vulnerabilities

The majority of blockchain applications are based on Web 2.0 platforms or mechanisms and are therefore 

affected by vulnerabilities common to Web 2.0. For additional details, including further technical information 

for most of the vulnerabilities below, IceBreaker recommends reviewing the materials within the Open Web 

Application Security Project (OWASP) top ten report, available here: https://owasp.org/www-project-top-ten

Insufficient or Improper Access Control

Data may not be properly protected by application programming interfaces (APIs). Typically, this issue 

arises in systems which have complex or custom role-based or ownership-based access control models. 

If exploited, vulnerabilities in this class allow attackers to gain access to protected/confidential information 

from within the affected application.

Cryptographic Failures 

Cryptographic operations in an application which are missing, misused, or misconfigured while attempting 

to protect sensitive materials within applications are classified as cryptographic failures. An example of a 

cryptographic failure might be the use of a string-encoding algorithm instead of an encryption algorithm 

to store sensitive user data, or the use of encryption to store passwords rather than a hashing algorithm. 

When these vulnerabilities are present in a system, it typically increases the amount and severity of any 

damage done using other kinds of exploitable vulnerabilities, since data which is supposed to be secret 

will be available to attackers.

Injection

Injection security issues occur when attackers can insert unauthorized code into an application. This 

vulnerability is found in web application user interfaces (Cross Site Scripting), back-end routines/API calls 

which interact with the database (SQL injection), or in serialization/deserialization code used to store or 

export data (object injection). Exploitation of this type of vulnerability typically causes significant impacts  

to user and data security.

Security Misconfiguration 

Vulnerabilities in this class tend to affect projects which utilize many software packages such as 

frameworks and/or services together. The increased complexity of these projects means it is easier to 

include default configurations which have security vulnerabilities or to misconfigure a service which 

causes it to become vulnerable to a security flaw. While the impact of exploitation of these vulnerabilities 

ranges from low to critical, these vulnerabilities are typically easier to discover and prevent as a part of 

secure developer operations or within an application security test.
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Vulnerable and Outdated Software Components 

Vulnerable or outdated security components typically 

arise in large, multi-software projects which are complex 

to build or deploy. Complex software products usually 

contain a significant number of software components 

which must be monitored and updated without affecting 

application design or uptime. If an enterprise is unable 

to successfully update all software packages, then 

vulnerabilities which allow attackers to exploit underlying 

software packages may be included in the final product. 

Insufficient Identification and  

Authentication Protections  

Applications that do not provide protections against 

online brute force attacks, credential stuffing, or which 

have authentication bypass vulnerabilities suffer from this 

category of vulnerability. Typically, authentication bypass 

vulnerabilities are exploited by skilled attackers, whereas 

low-sophistication actors will attempt to leverage third-

party breaches to perform credential stuffing or brute 

force attacks.

Business Logic Failures 

Business logic failures occur when the logic of the 

application fails to consider edge cases in input or 

operations which can be abused to favor the attacker in 

some manner. A common example of this vulnerability is 

an application which issues a credit to an account after 

an attacker modifies the value of an item in their cart to a 

negative number.
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Monero Website

In November 2019, the official

Monero website was compromised,

and attackers replaced the Monero 

wallet program available for

download there with a back-doored

version. Users who downloaded and

installed the wallet and executed

a transaction found their wallets

drained of funds. The back-doored

wallet software was posted on the

Monero site for 14 hours before it was 

reported and taken down.
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Smart contracts are autonomous programs which are stored within and run on the blockchain. Users may 

interact with contracts by sending digital assets to addresses, which will cause instructions in the contract 

to be executed when the transaction is included in the next block of the blockchain. These instructions 

are executed by miners when adding a new block to the blockchain. They enable new kinds of distributed, 

trusted transactions to take place autonomously.

Smart contracts are executed by block miners and blockchain nodes within a restricted execution envi-

ronment known as a virtual machine. The virtual machine is limited to operations which involve blockchain 

addresses, mathematics, and meta data about the blockchain itself. While the set of instructions is limited, 

smart contracts are still extremely capable programs capable of performing autonomous management of 

the digital assets tracked by the blockchain. For example, many distributed autonomous organizations, or 

DAOs, are formed using smart contracts which allow users to gain membership into the DAO, participate in 

investment vehicles, and even participate in shareholder votes on proposals. Smart contracts form the core 

functionality of Decentralized Finance (DeFi) and Decentralized Autonomous Organizations (DAOs) through 

the execution of programs stored within the blockchain itself. These programs are immutable, public, and 

autonomous.

4.1 Components Tested

• Contract asset handling and calculation

• Vulnerability to denial of service / lockout

• Access control

• Ability to update/replace contract

• Common smart contract vulnerabilities classes (reentrancy, integer under/overflow)

• Transaction order dependency

4  Smart Contract Auditing



4.2 Common Vulnerabilities

Insufficient or Improper Access Control

Smart contracts may have access controls which limit 

certain functionality to specific trusted addresses. In 

some cases, this functionality may perform tasks such as 

destroying the contract, transferring or distributing digital 

assets, or updating the contract. If the contract is not 

properly limiting access to these functions, attackers may 

be able to take advantage of this to disable or steal assets 

under the management of the contract. 5

Unchecked Return Values for Low Level Calls 

Certain calls in the Solidity smart contract programming 

language return “false” instead of throwing exceptions 

when unhandled errors occur. If these function calls are 

not checked for errors before continuing execution, the 

contract may allow an attacker to create an exploitable 

logic condition.

Time Manipulation

Smart contracts may access the time of a generated block 

as a part of the metadata available to the smart contract 

virtual machine. Because blockchain miners in public 

blockchains have ultimate control over the inclusion of 

transactions within blocks, it is possible for a malicious 

miner to control this value. As a result, the transaction 

timestamp should not be used as a part of a sensitive 

operation or sequence of operations within smart contracts.
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5. https://www.parity.io/blog/a-postmortem-on-the-parity-multi-sig-library-self-destruct/

Poly Network

In August 2021, attackers stole

$611 million worth of tokens from 

three different blockchains. They

attacked the “Poly Network,” which

helps facilitate transactions between

different blockchains, such as Bitcoin

and Ethereum.

The attackers exploited improper

access controls between two smart

contracts, launching a complex

attack that resulted in the thefts from

Poly’s wallets on three blockchains.



Short Address Attack

Improperly validated data entering a smart contract function via another mechanism (e.g., a web application) 

may contain blockchain addresses which are not of the standard length. When this data is interpreted 

by the virtual machine executing a contract, the data passed to functions will be padded, resulting in 

unexpected inputs to functions. In practice, this vulnerability is used to exploit smart contract transaction 

functions by abusing the padding performed by the virtual machine to send more tokens than intended. 

Improper Balance Management When Interacting With Deflationary Tokens

Deflationary tokens charge a fee when tokens are transferred. If a contract is unaware of this fee when 

performing swaps or flash loans, the contract balance may be calculated incorrectly resulting in profit 

opportunities for attackers.

Reentrancy

Reentrancy attacks occur when a contract can be forced to re-enter a function it is already currently 

attempting to execute. If a contract performs such an operation, the first call to the function must wait for 

the second call to finish before proceeding while the second call to the function is executed. If a function 

is re-entered, the values of any variables outside of the function – the state of the contract – is still based 

upon the values set by the first call. This vulnerability was used to hack “The DAO” in 2016. 6

6. https://medium.com/@zhongqiangc/smart-contract-reentrancy-thedao-f2da1d25180c
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Blockchain nodes act as collaborative witnesses to blockchains. Each is equipped with a copy of the 

blockchain, which it monitors and adds blocks to as they are published by miners. Besides providing 

verification of the integrity of the blockchain, nodes also accept and relay transactions through the 

transaction “mempool” and help relay meta data about the status of the blockchain they monitor.

Blockchain node application security testing is recommended in cases where the blockchain is new, has 

been modified from an existing implementation, or is an existing blockchain implementation which has not 

received rigorous security audits.

Nodes can be attacked in several ways: the publication of invalid or valid malformed blocks, through 

the node’s peer-to-peer communications with other nodes, attacking the node’s third-party software 

dependencies, and the node’s remote procedure call interface. Public and private blockchains may not 

wholly share this attack surface as private blockchains can limit interactions with untrusted third parties. 

Public blockchains on the other hand must have rigorous node testing to ensure that the attack surface is 

properly secured.

5.1 Components Tested

• Peer to peer protocol vulnerabilities

• Defense against eclipse / peer network attacks

• Remote Procedure Call (RPC) authentication

• Secure implementation of Remote Procedure Call (RPC) methods

• Blockchain block parsing

 

5 Blockchain Testing



5.2 Attack Surface

Blockchain nodes may have the following attack surfac-

es depending on the configuration of the node and if the 

blockchain it supports is permissioned or public. Note 

that this list is not exhaustive.

Communication Interface

How does the node communicate, and how can an at-

tacker exploit that communication path? Nodes may have 

RPC (Remote Procedure Call), web, serialized protocols, 

or other interfaces for node-to-node communications and 

administration. Manual testing should be performed for 

every interface, evaluating authentication requirements, 

IP-based restrictions, OWASP web application attacks (if 

applicable), abusing intended functionality, and respons-

es to unexpected inputs.

Input Handling and Sanitization 

Can the node software be compromised through unex-

pected formatting of blocks or other inputs? If the source 

code is publicly available, it should be reviewed by an 

expert to look for insecure coding practices. This can 

be aided by automated code scanning tools but should 

also include manual analysis of the code that processes 

inputs.
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Node Attacks

In early 2019, two denial-of service

vulnerabilities were discovered 

in Ethereum Parity nodes. The 

vulnerabilities allowed maliciously 

crafted node-to-node communications 

(over the RLPx protocol) and maliciously 

crafted RPC communications to crash 

the nodes.

Parity quickly released a patch, though

the node owners applied the patch

gradually. Denial of service attacks

can be serious in a decentralized

blockchain environment that relies

upon consensus for security.



Eclipse Attack

Public blockchain nodes and applications which leverage nodes should be designed to be resistant to an 

eclipse attack. Eclipse attacks occur when attackers attempt to surround a specific node with peers under 

the attacker’s control to feed false information (e.g., fake transaction verifications) to the target node. Other 

vulnerabilities, such as denial of service attacks, can be used to disrupt normal peer to peer network op-

erations to create favorable conditions for an eclipse attack. Very small blockchains with few nodes could 

be more vulnerable to these types of attacks. This type of vulnerability can be assessed with an application 

security test of the node software.

Operating System (OS) and Services

Is the OS secure, and are the other services secure? Is there an endpoint protection solution, ingress/

egress firewalls, strong authentication requirements, patch management, and other industry standard 

controls? An attacker often does not need to develop a customized attack against your specific technology 

if these traditional controls are not in place. Standard network penetration techniques should be attempted 

against the nodes.
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DevOps

Can an attacker impact the source code for the node? This includes third-party software dependencies 

used to build the software or provide functionality at runtime. See the DevOps section of this document for 

DevOps testing practices.

Software Distribution

If code or executables are posted publicly to a web application for download, then that application and 

website itself becomes a target. See the application security section of this document for more information 

on testing strategies.

Administration

Is there centralized administration of nodes and if so, can an attacker compromise it? With private block-

chains, it is sometimes the case that a single company or entity administers a significant percentage of the 

total number of nodes. In these cases, we recommend conducting a red team assessment to assess the 

possibility of an attacker compromising an admin account. See the red team section of this document for 

more information.

Web 3 Penetration Testing Guide       17



Web 3 Penetration Testing Guide       18

Wallets are used to store and manage blockchain-based digital assets such as cryptocurrencies and 

non-fungible tokens (NFTs) and their corresponding cryptographic materials. Strong wallet security is a 

fundamental aspect of a good security posture for blockchain users and blockchain-based applications. 

Therefore, wallet software testing is strongly recommended in cases where a client is developing or modi-

fying wallet software.

Wallets can be “hot” (connected to a network) or “cold” (offline). The private keys that authorize transactions 

may either be held by the owner of the wallet (a “non-custodial” wallet) or by a trusted third party such as 

a cryptocurrency exchange (a “custodial” wallet). Non-custodial wallet software typically falls under two 

categories – full or lightweight. Lightweight wallets rely on third-party servers to maintain a copy of the 

blockchain and query those servers for information necessary to produce transactions, whereas full wal-

lets rely on a locally running blockchain node for the same information. Because most public blockchains 

have large public ledgers, mobile wallet applications are typically lightweight wallets.

Possible attacks against cryptocurrency wallets include targeting the wallets’ handling of malformed 

data, attacking the user interface or user experience to support phishing attacks, introducing a backdoor 

in wallet source code, and taking advantage of insecure key management. How the wallet interacts with 

the blockchain should also be examined: Does the wallet contact blockchain nodes directly, if so, which 

node(s)? If not, are they communicating with a blockchain service of some type (e.g., an Electrum server), 

and has that service been tested?

6.1 Components Tested
• User interface

• RPC interface

• Connection to 3rd party nodes/services

• Transaction handling/parsing

• Software dependencies

• Wallet software download distribution

6 Wallet Software Testing



6.2 Attack Surface

The following is a brief and exemplary list of some of the major attack surfaces for blockchain wallet soft-

ware: nodes may have the following attack surfaces depending on the configuration of the node and if the 

blockchain it supports is permissioned or public. Note that this list is not exhaustive.

User Interface/User Experience

Security at the user interface is necessary for components which experience heavy user interaction and 

control valuable assets. The user interface should be free of issues which can be exploited to produce 

unexpected visual artifacts that obscure destination addresses, and the user experience should be free of 

complex steps which may be abused by attackers to misdirect funds.

Remote Procedure Call Interface 

Many noncustodial wallets allow remote operation of the wallet through the remote procedure call (RPC) 

interface. RPC interfaces map to “authentication” in the diagram above. Typically, access to the RPC inter-

face is controlled via authentication mechanisms such as a username and password. If this authentication 

mechanism is compromised due to an exploited vulnerability in the remote computer, the wallet will also 

be compromised. Any software which leverages the RPC interface should be tested for security bugs using 

an application security test.
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Key Management

Wallet software should support and be configured to encrypt private keys to digital assets at rest by de-

fault. The encryption routine should utilize known, tested algorithms in common use. For custodial wallets/

accounts, access to customer keys or assets by employees should be impossible without following cus-

tomer access procedures.

Interaction with Nodes and Third-Party Services 

Wallets should not be configured to solely trust one source of blockchain data but should receive data 

from and cross-check with multiple sources to validate the current state of the blockchain. All data from 

these sources should be parsed safely and dropped if it does not conform to the published standard.

Transaction Data Handling

Wallets should parse incoming or outgoing transactions and transaction meta data safely and dropped if it 

does not conform to the published standard.

Software Distribution

If code or executables are posted publicly to a web application for download, then that application and 

website itself becomes a target. See the application security section of this document for more informa-

tion.

DevOps

Can an attacker impact the source code for the wallet? This includes third-party software dependencies 

used to build the software or provide functionality at runtime. See the DevOps section of this document for 

DevOps testing practices.
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In recent years, software development infrastructure (DevOps) has come under increasing scrutiny by 

threat actors because of its large technological footprint, its traditionally low sophistication of security 

controls, and its privileged position which allows modification of source code as well as deployment of 

code to production. In the past, threat actors have leveraged DevOps access to perform what are known 

as “software supply chain attacks.” Such attacks are especially effective when performed from within 

popular software packages. As an example, a breach at the software vendor SolarWinds was used by 

threat actors to insert software into their Orion Network Management System. Orion customers installed 

this SolarWinds product on-premises within their enterprise network. When the update containing the 

malicious software insert was distributed, the threat actor was able to gain access to and compromise 

these customers, which included the United States Treasury department.

7.1 Components Tested

• Developer access to production credentials

• Code repository access / contents

• Authentication / authorization to sensitive development components

• Access to production deployment

• Secrets management

• CI/CD infrastructure (e.g., Jenkins, Teamcity, GitLab CI/CD)

7 DevOps Penetration Testing



7.2 Attack Surface

The security posture should be assessed from the 

simulated perspective of a compromised or malicious 

developer account with the most common types of 

developer access rights. This imitates a successful 

spearphishing or exploitation campaign under realistic 

conditions. In a DevOps environment with a mature security 

posture, a compromised developer account with properly 

configured security controls present within the organization 

should not severely impact the security of production code, 

and offensive testing will aim to confirm this. The following 

is a non-exhaustive list of common attack vectors against 

DevOps 

Custom Build Systems or Procedures

Projects which are built from systems tend to have 

more complex deployment processes, pulling code or 

artifacts from many different locations within the DevOps 

environment. Testing should confirm that these locations, 

scripts, or documented build procedures are free from 

exploitable defects which would allow an attacker to modify 

code as it is being prepared or built for deployment.

Misconfigured/Vulnerable Artifact Storage Services

Development environments frequently employ artifact 

storage services to store portions of compiled code which 

are not frequently re-built. Build systems take this code 

from artifact storage and integrate it into final packages. 

If these artifact storage systems are misconfigured or 

vulnerable to exploitation, an attacker may be able to insert 

infected packages into the build process.
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DevOps Attacks

Open-source projects are not immune 

to DevOps attacks, and in fact have a 

wider range of threats to contend with 

due to both the anonymity of con-

tributors and the volunteer nature of 

projects. Such vulnerabilities in open-

source development programs were 

brought to light in the 2020 hack of 

Ravencoin,7 a Bitcoin-based asset man-

agement token.

Ravencoin was compromised through a 

GitHub pull request which purported to 

modify asset checking and custom error 

messages, but which also removed an 

important check that allowed attackers 

to inflate the total supply of Ravencoin 

tokens. The attacker’s pull request was 

reviewed, approved, and merged into 

the project allowing three attackers to 

generate millions of tokens that imper-

iled the project.

7. https://www.sans.org/blog/what-you-need-to-know-about-the-solarwinds-supply-chain-attack/



Improperly Stored Secrets

Software, especially software running on trusted servers, often requires access to third-party services 

which require secret tokens or API keys. If production secrets are present within the code repository, devel-

oper documentation, build log, or deployment log, then they are being improperly distributed to a wider 

audience (the development team) than is strictly necessary, putting these keys and tokens at greater risk 

of compromise.

Out-of-Date or Misconfigured Services

Infrastructure such as Gitlab, Perforce, Jenkins, and Teamcity are frequently treated as “fire and forget” 

despite having long histories of severe exploitable vulnerabilities. These applications, as well as support-

ing infrastructure such as Active Directory and cloud service providers, must be included in any offensive 

testing strategy to gain a complete picture of the DevOps security posture.

Code Commit Forgery

Code management systems, unless modified from their default configurations, do not usually support 

commit validation “out of the box.” This allows an attacker with developer access to the code repository to 

spoof the authorship of code commits and merge unapproved code more easily. In addition to authorship 

identity, attackers are also able to modify commit timestamps and other meta data. These techniques 

should be included in DevOps testing to audit adherence to the team’s merge and deployment policies, 

which should include at least two reviewers prior to merging code into production.
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Conclusion and Call to Action

Web3 projects are extremely complex, and their 
attack surface is often larger than expected. Many 
Web3 contributors understand the need for a smart 
contract audit but fail to appreciate the need for 
other types of security testing such as red  
team assessments or application testing. 

A failure to ensure that the entire attack surface is tested  

can have catastrophic results, as was the case in the 2022  

Axie Infinity hack and theft of tokens worth $650 million.  

Axie Infinity was compromised not through a smart contract  

flaw, but through a proof-of-authority consensus mechanism  

and centralized management of its authorizers. These  

security flaws could have been identified and remediated  

through a red team exercise and node penetration test.

Part of the problem was that there has not been consistent  

guidance from the security community about what a Web3  

or blockchain penetration test is and what it should include.  

It is our hope that this document can start that conversation.  

Please also reach out to us if you have a project that could benefit  

from penetration testing, we would be happy to talk through how  

to apply this guide to your specific project.
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